Artifacts are the irregularities that may be present in an image after processing. They are not related to the details of the image and sometimes accompany transmitted signals.
CHAPTER 8

Conclusions and Future Work
The growth of modern communication needs a special means of security especially on computer network. As there appears a risk that the sensitive information transmitted might be intercepted or distorted by unintended observers for the openness of the internet. So it has resulted in an explosive growth in secure communication and information hiding. Moreover, the information hiding technique can be used extensively in applications like business, military, commercials, anti-criminal, digital forensic and so on. Steganography is the technique of secret communication which has received much attention. In this thesis image based steganography methods have been proposed to increase the performance of the data hiding techniques. This thesis focuses on the analysis and development of image steganography techniques that can hide data with a low detection rate and high payload.
Summary of contributions
The main contribution of this thesis is providing an enhanced image based steganographic technique for achieving the goal of data hiding using steganography.
To achieve this goal the various existing image based steganographic techniques i.e.
spatial domain based and frequency domain based with an application to data hiding have been investigated. Some of the methods related to such domain available in literature are discussed in chapter 2. All digital file formats can be used for steganography, but the formats those are with a high degree of redundancy are more suitable. The redundant bits of an object are those bits that can be altered without the alteration being detected easily. Chapter 3 presents a study of the different file formats that can be used in steganography. The most popular cover objects used for steganography are digital images. Digital images often have a large amount of redundant data, and this is what steganography uses to hide the message. In Chapter 4, the techniques related to image based steganography on both spatial domain and frequency domain are investigated to understand the details of the basic working process. Along with it, the attacks and techniques related to image steganalysis are discussed. The basic evaluation measures of the image based steganography are also discussed that are used to examine the performance of a steganographic technique.
Related to all of the above facts, the existing steganographic algorithms are expanded by combining them with the cryptographic process. In the first case the cryptography and DCT based steganography is combined to form a process that holds the features of steganographic and cryptography technique to increase the security of the secret data as stated in Chapter 5. The secret message is first encrypted using substitution cipher method. Then the cover-image which is to hold the secret data is preprocessed to reduce noise present in the cover-image and increase the dependence between neighboring pixels, so that the embedding process may better utilize the bits. The encrypted message is then embedded in the DCT coefficients of high frequencies of the cover-image. In the process of embedding a modified standard quantization table is used by putting ones (1s) in the coefficients located in the high frequency part. The process of extracting the secret message from the resulting stego-image is also stated. In Chapter 6, the existing LSB based steganography is also combined with encryption technique to enhance the embedding capacity of image steganography. The secret message undergoes double encryption firstly using transposition cipher method and then with substitution method before embedding into the cover-image file. Then encrypted message is embedded into an image by using least-significant-bit (LSB) technique that enables high capacity of data embedding. Once all the message characters are embedded into the cover-image, the target character is inserted in the pixel of the cover-image immediately next to the one containing the last input character of the message. The process of extraction of secret message is also stated.
The main security lies in the encryption method where the secret message that is to be embedded goes though double encryption process and the encryption process is controlled by two different keys. In examining the performance of the proposed steganographic technique, an evaluation scheme for steganographic system is conducted using various performance parameters on various images. A comparative study is also conducted with OPAP (Chan and Cheng, 2004) based on embedding bits of secret message in the cover images. From both the experiments it is found that the proposed method shows better PSNR than OPAP. From other experiments it is found that the proposed method shows better PSNR. Various evaluation measures are also performed to test the proposed method.
Chapter 7 introduces an approach of least significant bit (LSB) based steganography in digital images that can override some statistical and structural measures of detection by spreading message bits randomly in which the secret messages are embedded only in the red plane of the cover-image's pixel determined by a pseudorandom number generator (PRNG) initiated by a stego-key. In the process of LSB embedding process, the random number generator selects the hiding points in the pixel's red plane of the cover image by using a random interval method. The random interval produces a random sequence of locations of the secret data. In this method the red plane is selected for data embedding while the blue and green planes are left unmodified. So after performing the embedding operation the unmodified green and blue planes are added to the modified red plane to form the final stego-image. In extraction of the secret message, only the pixel's red plane is selected using the same stego-key that produces the same sequence of random locations of the secret bits. In the experimental analysis, secret message of fixed and variable sizes using different stego-keys are used to embed into the cover-images for examining the effect of increasing key values and message size. A comparison of the proposed method is also done with Amirtharajan et al. 2013 scheme using PSNR and MSE as performance measure. It is seen that the PSNR value dynamically changes with the change in key value in Amirtharajan et al. scheme whereas in the proposed method the PSNR value are mostly static as the PSNR value are all same for different stego-keys. The method is also evaluated using histogram analysis, visualizing LSB bit-plane and various other performance measures to examine its ability to withstand from attacks.
In this thesis, the focus is not only on the embedding strategy, but also on the preprocessing stages, such as secret message encryption and embedding area selection to improve the security. A comparative study of the three proposed method is presented in table 8.1 based on certain criteria which are used in the process of their development. 
Scope for future Work
The world of digital media is in a continuous state of evolution. Steganography is regarded as technology that has major competitive applications. While a significant progress in the image steganography techniques has been achieved, still there is scope for the improvement as there is yet to be evolved a standard method and the proposed algorithms can be further enhanced. In this thesis, the study and analysis related to the image based steganography relating to LSB and DCT has been done. The enhancements can be done by using soft computing techniques such as Neural based steganography, Fuzzy and Genetic algorithms based approaches. The future work can also take into considerations of the Quantum computation approaches which can extend the classical steganography for performance enhancement of the existing techniques.
The existing transform and spatial domain based approaches can be enhanced with certain variations. The DCT and DWT techniques can also be enhanced by using randomization approach where the secret bits can be embedded randomly selected blocks. Additionally, improving the embedding capacity of these methods that can withstand severe compression can be considered. In the spatial domain enhancement can also be done. The LSB based random embedding where the secret data is embedded only in red plane can be enhanced using two planes for embedding (Red, Green or blue plane) that will increase the embedding capacity and will also preserve the security. The embedding capacity can also be enhanced by using more LSBs and maintaining the statistical properties of the images. contains hidden data. The steganalysis plays a role in the selection of features or properties of the digital media to test for suspicious data.
Steganalyst:
Steganalyst is the individual (attacker) who performs the steganalysis with the purpose of detecting suspicious or secret data into a medium when transmitted.
Stego-image:
The resultant image formed as a result of the steganography algorithm which contains secret data embedded into it.
Stego-key:
The secret key used in the steganographic method to choose the random pixel position in the image. The security of a stego-key
Target character: It is the last character that is embedded into the cover-image. The target character terminates the embedding and extraction process.
Zigzag: Zigzag order is performed to group similar frequencies together by sorting the coefficients in zigzag ordering.
